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The correct
specification of
security products
and systems is
critical in
protecting people
and property from
losses associated
with crime and
terrorism

Overview

BRE Global has been setting standards forloss
preventionsince the1800's, andits standards and
certification schemes for security products are
recognised across the world. That recognitionis
testimony to the extremely thorough technical
evaluation work andrigorous quality audit processes
undertaken by BRE Globalto ensure the security
productsit testsand certifies deliver provenlevels

of protection.

BRE Global works closely withgovernment, police,
insurers, risk consultants and architects to develop
standards and certification schemes whichensure
security equipment and services deliver the levels of
performance required to protect against criminaland
terroristthreats.

BRE Global's Loss Prevention Standards (LPSs) are
specified across multiple sectors, including: education,
finance, healthcare, manufacturing, the public sector,
residential, retailand utilities. LPS standards are also
specified for the protection of critical infrastructure
where delivery of specified levels of security
performanceis critical.

BRE Global certify fire and security productsand services
under its worldrenowned LPCB certificationbrand.

Inadditionto certifying products and servicestoits
demanding LPS standards, BRE Globalalso testand
certify products toawide range of UK (BS and PAS),
European (EN) and International (ISO) standards.
Productsandservices covered by valid LPCB
certificationarelistedinthe RedBook. This free-to-use
online resource (www.redbooklive.com) canbe used to
source certified products and services as wellas
validate claims of certification made by suppliers.

Setting high standards of security

BRE Global's Loss Prevention Standards address risks not otherwise covered by
existing nationaland international standards and codes. They are drafted by teams of
experts,andarereviewed and endorsed by independent stakeholdersrepresenting
major interest groups.

BRE Global'sbroadrange of standards are designed to simulate a variety of
circumstances. This could be thellikely length of attack, the tools or methods used,
oreventhelikelihood of a stealthattack. Whatever the situation, an effective physical
security solution should deter or delay anattacker and should be complemented by a
suitable means of detectionand anappropriate response.

Loss Prevention Standards can be viewed at www.redbooklive.com.

Detection

Response




Independent testing

BRE Globalhasafully equipped UKAS accredited testing laboratory
No.0578.BRE Global canalso conduct testing to several physical
security standards at manufacturers’ premises and other sites, whether
inthe UK or abroad. This has many advantages to manufacturers
includingreduced costs andtimescales.

Certification of effective security

Inordertoensurethe LPCB certificationmarkis,and continues tobe,
amark of excellenceinloss prevention; the products that bear the
LPCB certification mark and the companies that deliver those products
ontothe market have to complete athorough evaluation process.

That process focuses onthe critical factors that combine to deliver

the product’s performance: design, use and quality control. ltalso
involves thorough processes to ensure the quality of testing conducted
insupport of the product’s certification, whether conducted by BRE
Global'sownexpert team of testengineers or by otherindependent
laboratories recognised by BRE Global.

Product
performance

Aproduct'sdesign,
the quality of how it
isconstructed,and
themannerinwhich
itisinstalledand
used contributetoits
performanceinuse.
Thesefactorstherefore
formanintegral part
oftheevaluationand
certificationprocess.

Designand
construction

Quality of
manufacture

Installation
anduse

Theevaluationactivities BRE Global undertake, not only before
issuingan LPCB certificate but whilst that certificate remainsin force,
help toensure the factors that affect product performance are suitably
robust and managed effectively. In turnthese activities help toensure
products continue to meet the exacting standards to which they are
certifiedby LPCB.

Why have a product certified?

Protecting people, property and the environmentis asimportant today as
ithaseverbeen. The LPCB certification mark reassures customers,
end-usersandregulators that the certified products and systems being
investedinand used provide adefined level of protection to property,
peopleandotherassets.

Manufacturers benefit from certification by being able to positively
distinguishtheir products from those offered by their competitioninaway
that purchasers willrecognise, accept, andincreasingly insistupon. When
aproductis certified by BRE Globalitisimmediately listed inthe RedBook;
asource used by thousands of purchasers around the world when
selecting security components.

Specifiers and designers also benefit by being able to cut through
the confusion often surrounding claims of compliance, asthe
LPCB certificationmark provides evidence that a product has met
agivenstandard.

Red Book

Once BRE Globalis satisfied that aproduct or service
meets the required standard, itis listed inthe Red Book.
Red Book listings can be downloaded free of charge from
www.redbooklive.com.

The Red Book therefore helps to combat false or misleading
claims of product certification. Where such claimsrefer to LPCB
schemes or services, BRE Global actively investigates themand
takesactionasnecessary.

www.redbooklive.com




Security Systems

that your security products work when it matters most.
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Intruder-resistant products

LPS11756  LPS2081
LPS1673 PAS24
EN1627

Glazing
LPS1270 EN356

Safes and strongrooms
LPS1183 EN1143

EN14450

Locking hardware

LPS1654 LPS1242

Blast protection
EN13123-1 1SO16933
EN13123-2 1SO16934
EN13541

Intruder & hold-up

alarmsystems
EN 50131

Installation & maintenance
LPS1197  LPS1271

Aneffective security strategy concentrates not only onone particular
element, butaddresseseachandevery ‘layer’ applicable to the scenario
BRE Global's Loss Prevention Standards (LPS), product certificationand
RedBookistings cover abroad range of potential solutions, including:

— Accesscontrolsystems — Glazing

— Accesscoversandhatches — Grillesandbarsets

— Alarmreceiving centres — Intruder detection systems &

— Alarmtransmission systems components

— Assetmarking systems — Locksandpadiocks

— Bicyclestorage - RFID

— Biometrics — Safesandstrongrooms

— Cabinetsandcages — Secureassetregisters

— Claddingandroofsystems — Shedsandtoolstores

— Curtainwalling systems — Shutters

— Cylinders — Specialist security devices

— Doors - Theftresistantassets

— Electroniclocks - Transceivers for supervised

_ Enclosuresandkiosks premises andreceiving centres
— Vehiclebarriers

— Fencesandwalls

_ Gatesandturnstiles — Windowsandroof lights

BRE Global certifies security equipment to various British and European
standards,as well asits own world-renowned Loss Prevention Standards
(LPS). These allow specifiers to select appropriate products for each
security layer, from the perimeter through to the asset itself.

Alarmreceivingand
alarmtransmission
LPS1020 LPS1277
EN50136

Asset marking
LPS1224 |LPS1225

Theftresistant
consumer electronics
LPS1650

Vehicle barriers
PAS 68 LPS1175
IWA14

Informationtechnology
LPS1214

Ballistic protection
EN1063  EN1522
ISO 16935

Access control systems
EN60839-11-1
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Building and perimeter

LPS 1175

Requirements and testing procedures for the LPCB certificationand
listing ofintruder resistant building components, strongpoints, security
enclosures andfree-standing barriers.

LPS 1175 coversthe broadest scope of physical security products and
systemsofany publicly available standardin the world, and the broadest
scope of forced entry threat scenariosinvolvingintruders that have little
regard to the noise they make during attempts to achieve unauthorised
accesstoassets, property and people. The standardis the result of many
years of workin partnership with Government, Insurers, Police and other
stakeholders,andisacore element of physical security specification
acrossmany sectors.

Thelatest version (Issue 8) definesintruder resistance interms of
Security Ratings that are formed of the following two elements:

-Threatlevel- Letter (A toH) corresponding with the tool kit used
toevaluate the product’sintruder resistance and the number of
attackersinvolved.

-Delay - Numericvalue (1,3,5,10,15 or 20) corresponding with the
minimumdelay (inminutes) provided by the product whenplacedina
locked condition.

Issue 8 supportsalayered approachto security, enabling the delay
provided by products forming each layer of security to be determined
againstacommonthreat.

Products certified to LPS 1175 suit environments ranging from those in
whichanopportunist may be willing to spend up to one minute using
easily concealedhandtools (Security Rating A1) through to sustained
professional attackslasting 20 minutes using a wide range of manual,
electricalandthermalattack tools (Security Rating H20).

LPS 2081

Requirements and testing procedures for the LPCB certificationand
listing of building components, strongpoints, security enclosures and free
standing barriers offering resistance tointruders attempting to use stealth
togainentry.

While LPS 2081 covers the same scope of productsas LPS 1175, it focuses
onpreventionofaverydifferentthreat, i.e.intruders using stealth. Products
certifiedtothe standard therefore suit environments where intruders will
avoid making noise whenattemptingtogainaccess.

LPS1673

Requirements and testing procedures for the LPCB certificationand
listing of products offering protection against violent forced entry attacks.

LPS 1673 definesrequirementsfor testingand classifying the attack
resistance of building components, free-standing barriers, strongholds
anddisplay cases. The standard addresses threats where asingle
intruder seeks todoharmto people—forexample,amaraudingbladed or
bluntweaponattack—ortosteal valuable assetsin ‘smash-and-grab’
typeburglaries.

Products certified to LPS 1673 are attributed an Attack Rating (AR), based
onthetoolsetusedandthe delay time achieved whenresisting forcedentry.
Thestandard supports specifiers, insurers and security professionalsin
selecting protective products that deliver provenresistance inhigh-risk
environments suchas culturalvenues, retail,and sites protecting high-
profileindividuals.

EN1627

Pedestrian doorsets, windows, curtain walling, grilles and shutters.
Burglar resistance. Requirements and classification.

This standard classifies aproduct’sresistance to tiered levels (resistance
classes). Thelower classes of EN 1627 are aimed at attacks by criminals
using stealthto gainaccess, rather thanthe higher levels of attack covered
by LPS1175. Certificationto EN 1627 can be used to demonstrate part-
compliance withthe requirements of PAS 24.

PAS 24

Enhanced security performance requirements for doorsets and
windowsinthe UK.

This domestic security standardincludes doors (hinged, sliding,
bi-folding) and windows (casement, tilt-turn, sliding sash). PAS 24 is
amix of mechanicalloadingand manualinterventiontests.

Doorsandwindows certified by LPCBto PAS 24, LPS 1175 or LPS 2081
areacceptedby the police for usein Secured by Design projectsand
meet the requirements of Approved Document Q.
]

Glazing

LPS1270

Requirementsandtesting procedures for the LPCB certificationand
listing ofintruder resistant security glazing units.

LPS1270 classifies glazing'sresistance toforced entry tothe same levels
asspecifiedin LPS1175. The classificationis represented by 3 digits;
these signify the glazing's resistance tolocal penetration, hand hole
access,and complete access.

1st Local Representsglazing'slikely resistance to
penetration | creationofahole throughwhichapiece of wire,
screwdriver, lever or other such device can
be passed. Suchattacks may be attempted
by intruders wishing to operate apanic bar,
emergency lever handle or other.
2nd | Handhole | Representsglazing'slikely resistance tocreation
access ofahandhole. Such attacks may be attempted

by intruders wishing to:

— Operateathumbturntorelease alock fitted
toacertified product.

— Retrieve anitem fromthe protected side of
theglass.

3rd Complete
access

Confirmsthe glazing's resistance to creation
ofaholethrough which anelliptical test block
measuring 400 mm by 225 mmmay be passed.
Thisreplicates the size of ahole aperson may be
able topassthroughandreflects the testblock
definedin LPS1175.




Ballistic and blast protection

Asset marking and databases

LPCB offersindependent third-party certification of products offering
protectionto:-

— EN1063-Glassinbuilding—Security glazing— Testingand
classification of resistance against bullet attack

— EN1522-Windows, doors, shuttersandblinds —Bullet resistance
Requirements and classification

— EN13123-1-Windows, doors and shutters —Explosionresistance —
Requirements and classification—Part1: Shock tube

— EN13123-2-Windows, doors and shutters —Explosionresistance —
Requirements and classification—Part 2: Range test

— EN13541-Glassinbuilding—Security glazing— Test and classification
of resistance against explosion pressure

— 1S5S0 16933 -Glassinbuilding—Explosionresistant security glazing—
Testand classification for arenaair blastloading

— 1S5S0 16934 -Glassinbuilding—Explosionresistant security glazing—
Testand classification for shock tube loading

— 15016935-Glassinbuilding—Bullet-resistant security glazing—
Testandclassification

_________________________________________________________________________|
Hostile vehicle mitigation

1SO22343,IWA14 and LPS1175
Impact test specifications for vehicle security barriers.

LPCB offersindependent third-party certification of vehicle mitigation
equipment. Thisensures the products supplied by manufacturers
deliver the levels of performance claimed and that the performance
demonstrated during testingis replicated by the products delivered to
site. LPCB canalsoundertake testing of vehicle barriers together with
ancillary equipment, such as hydraulic motor housing, to LPS 1175. This
demonstrates their resistance to manual attacks aimed at compromising
the barrier's ability to prevent the passage of hostile vehicles.

____________________________________________________________|
Safes, strongrooms & security cabinets

EN1143,EN14450 and LPS1175

LPCB provides testingand certificationto the widely-specified EN 1143
standard, which canbe applied to safes, strongrooms and ATM safes.
The standard comprises aseries of ‘grades’, with the designated grade
indicating the value of contents acceptable toinsurers. LPCBalso provide
testingand certification of security cabinetsto LPS 1175and EN 14450,
bothof which are recognised by Insurersand Police.

LPS 1225

Requirements for the LPCB approval andlisting of asset marking
systems.

LPS1225 specifies the requirements for the compositionand
performance of anasset marking systemsuchthat, whenused according
tothe manufacturer'sinstructions, the asset marking device may both:

— Enablethe marked asset tobe tracedback tothelegalowner viaa
secure database register (see below),and

— Actasatheftdeterrentinthefirstinstance by virtue of known existence.
LPS 1224
Requirements for secure database registers.

LPS1224 sets out the requirements for secure databases on which
information may be stored pertaining toasset marked products.

|
Installation, service and maintenance

[tis criticalthat doors and shutters are appropriately installed and
maintained, as poor installation can undermine aproduct’s security
performance. LPCB offers the following schemes relating toinstallation,
inspection, service and maintenance:

— LPS1197
Requirements for companiesinspecting, repairing and maintaining
security doors,doorsets and shutters.

- LPS1271:
Requirements for LPCB approval andlisting of companiesinstalling fire
andsecurity doors, doorsets and shutters and active smoke/fire barriers.




Locking hardware

LPCB offers certification schemes for hardware includinglocksets, exit
devices, padlocksandcylinders.

LPS1654

Requirements and testing procedures for the LPCB approval and listing
of padlocks.

LPS 1654 specifies the requirements for resistance to manual attack for
padlocks. The standard shares the same security ratingsas LPS 1175,
allowing specifiers to determine the suitability of padlocks for use on other
LPCBcertified products.

LPS 1242

Requirements and testing procedures for the LPCB approval and listing of
cylindersforlocks.

LPS 1242 describes the requirements for manual attack of mechanically
operated cylindersandtheir originalkeys,and appliesto cylinders
thatmay be employedinlocksets used on the doors of buildings, orin
padlocks.

|
Access control systems

EN 60839
Electronicaccess controlsystems

BRE Global provide testingand LPCB certification of electronic

access control systemsto EN 60839-11-1, Electronicaccess control
systems - Systemand component requirements.
|

Intrusion alarm systems

EN50131series
Intrusionand hold-up systems.

BRE Global provides arange of services related tointrusionalarm
systemsand components,including testingand LPCB certificationto the
EN50131series of product standards.

The EN50131series of standards specify the requirements for Intrusion
andHold-up Alarm Systems (I&HAS) and componentsinstalledin
buildings using specific or non-specific wired interconnections or wire-
freeinterconnections.

Theserequirementsalsoapply tocomponents of an IRHAS whichare
normally mounted onthe external structure of abuildinge.g.ancillary
controlequipment or warning devices.

_________________________________________________________________________|
Alarm transmission systems

EN 50136 series
Alarm transmission systems and equipment.

BRE Global provide testingand LPCB certification of alarm transmission
systemcomponents to the requirements of the EN 50136 series of
standards, for example; supervised premises transceivers (EN 50136-2)
andreceiving centre transceivers (EN 50136-3),including the appropriate
requirements of the system standard EN 50136-1.

LPS1277

Requirements for LPCB certification andlisting of alarm transmission
equipment.

LPS 1277 builds uponthe core requirements of the EN 50136 standards
anddefines enhanced performance criteriaappropriate tointrusionand
hold-upalarmsystems.

The enhanced performance criteriaincludesa 10 minute fault reporting
time (identified as an essential requirement not provided by the EN
50136 standards) and greatly improvedreporting of the simultaneous
‘catastrophic failure’ of multiple alarm transmission paths.

Allperformance testingto LPS 1277 is carried out over representative live
networksasameanstoreplicate real-worldinstallation.

____________________________________________________________|
Alarm receiving centres

BRE Global certify alarmreceiving centres (ARC) toits LPS 1020
standard ‘Requirements for Alarm Receiving Centres’. This standard
specifiesrequirements for ARC andincorporates additional clarification
for ARCreceivingfirealarmcalls.

_________________________________________________________________________|
European Fire and Security Group

BRE Globalisamember of the European Fire and Security Group (EFSG)
andis signatory totheintrusion alarms mutual acceptance agreement,
which helps product manufacturers achieve multiple certification
efficiently and without the duplication of testing.

EFSGoffersacost-effective, reliable certification solution for
manufacturers of security and fire protection systems. EFSG member
certifications, recognised Europe-wide andincreasingly worldwide,
give manufacturersthe edgeinahighly competitive industry. Specifiers
and contractors also benefit from full standards compliance and
homogenisation of safety levels.
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About BRE

BRE Group

BRE isaninternational, multi-disciplinary, building science organisation
withamission toimprove buildings andinfrastructure throughresearch
andknowledge generation,and their application. BRE employs over
600 peopleinthe UK, China, India, the Middle Eastand the USAwho are
committedto building abetter world together.

Our products, services, standards and qualifications are appliedinover
80 countries enabling our customers to make a positive difference to the
builtenvironment. We are owned by a charity called the BRE Trust, which
delivers one of the largest programmes of built environment education
andresearchfor the publicgood.

BRE Global

BRE Global Limited (incorporating LPCB & BREEAM) isanindependent
third party certification body for fire, security and sustainability products
andservicesinaninternational market. BRE Global's product testing
and certificationsare carried out by recognised expertsin our world
renowned testing laboratories. BRE Global Limitedis custodian of a
number of worldleading brandsincluding:

— LPCBfor the certification of fire and security products and services,
listed on www.rebooklive.com.

— BREEAMthe world'sleading environmental assessment method
forbuildings, sets the standard for best practice in sustainable design
andhasbecome the de-facto measure of abuilding’s environmental
performance. Allof our environmental certifications are listed on
www.greenbooklive.com.

— SABREisasecurity assessmentand certification scheme for
buildings, infrastructure and managed space.

BRE
Watford, UK
WD259XX

+44(0)3333218811
enquiries@bregroup.com
www.bregroup.com

BRE Trust

The BRE Trust uses profits made by BRE Group to fund
new research and education programmes that willhelp
itmeetits goal of ‘building abetter world together.

The BRE Trustisaregistered charityinEngland & Wales:
N0.1092193,and Scotland:No.SC039320.
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